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Introduction
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b

— Mix-servers oriented to e-voting protocols

Mix-servers in a nutshell

r(m) r(out)
{ (in) | —» — { (out) | 1
1 1
L ki lout)
{V2(m)} 2 - {v2(out)} 2
Shuffle
J(im) ’ L(out)
{V’S'") (— L {V(out)} 0

Irw € &,, Vi€ [1;n], Vi(OUt) = VS?,'))
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Introduction

000

3 — Mix-servers oriented to e-voting protocols

Mix-servers in a nutshell Security properties looked for

. 1
Permutation secrecy !

1

The attacker must not guess the
1

1

permutation used to shuffle lists

Shuffle

Irw € &,, Vi€ [1;n], Vi(OUt) = VS?,'))

Vote integrity

Plaintexts must stay untouched
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Introduction

[ele] J

- .
an | — Mixnets
Network of mix-servers Mix-servers scheduling

- S or‘!’ S Of‘? e or

Each mix-server can be Mixnet security properties

o > Vote confidentiality
%g or Ensured provided that at least one mix-server is
honest s&
Honest Dishonest > Resistance to malicious mix-servers

Any dishonest W# mix-server should not be able
to inject or dismiss votes
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Zero-knowledge proofs and rewinding
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3 — Achieve both vote integrity and permutation secrecy: An oxymoron at first sight

Focus on vote integrity only

e ldea: e ldea
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o Pitfall:

WH# knows everything
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|

Solve the apparent unsolvable dilemma: “prove” shuffle without /eaking permutation
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Zero-knowledge proofs and rewinding

[e] 1o}

3 — (Interactive) Zero-knowledge proofs

Principle
e Two agents a prover P and a verifier V ;

e Goal: prove equation

statement NP-computable relation
R v
(o, x,w)e R ;
- * A
public parameter witness

e Special cases: NIZK (u = 0), X-protocols (u = 1).

Prover P Verifier V
Knows the statement x
the witness w Knows the statement x
Goal Prove to V Generates ;. challenges
knowledge of w 2u+1
m

. Outputs the bit 1
ef . . L
. é} V is convinced !
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Zero-knowledge proofs and rewinding

[e] 1o}

3 — (Interactive) Zero-knowledge proofs

Principle Basic properties

e Two agents a prover P and a verifier V ; ¢ Settings:

e Goal: prove equation P;é honest prover
statement 5 NP-computable relation Zero-Knowledge V\!, dishonest verifier
(o, x,w)e R ;
Settings:

B — S

public parameter witness @ 'P‘!, dishonest prover
e Special cases: NIZK (u = 0), X-protocols (u = 1). Soundness e honest verifier

Prover P Verifier V

Usual way to prove soundness

Knows the statement x

the witness w Knows the statement x Extractor
Goal Prove to V Generates ;. challenges v

knowledge of w 2u+1 Er ['P‘!,}
_
" Knowledge ( g, X ) w
' Outputs the bit 1 | soundness
I def, ————————

<= Vis convinced '
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Zero-knowledge proofs and rewinding
[ele] }

3 — Zoom on knowledge soundness property of ZK proofs and rewinding technique

Knowledge soundness

Probabilistic extractor able to call PY

Statement gtz |:7> ]
B ——— B

»ﬁ
Witness s.t. (o, x,w) € R

Public parameter

Warning A
—~
< <}

Zero-Knowledge We need a “trick”
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Zero-knowledge proofs and rewinding

[ele] ]

3 — Zoom on knowledge soundness property of ZK proofs and rewinding technique

Knowledge soundness Usual “trick” for interactive ZK proofs

Probabilistic extractor able to call P‘!‘ Use the rewinding technique — lightning example of X-protocols

Statement ‘; |:7> ]
v R ‘!’ First message (“commit”) ®)
< B ) w ' Rewinding N sr (@ m)
A g — X — @ ————>
Witness s.t. (o, x,w) € R Yk —> 33? (a, ’Yk)
Public parameter — O Py
Challenge messages Response messages
Hypothesis made on P‘!,
Warning A Honest verifier V _ accepts
AT d
r~ q q
interacts with
o <) e, |
—_— E
Pro [Py =¥ Vv_(4)=1]>g>0
T A{14T w R T
Zero-Knowledge We need a “trick :
Probability taken on challenges
g €]0, 1] is non-negligible
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Contributions
000000000

>3 2= | — Contributions going from mix-servers to mixnets

3 Mix-server security

Traditional framework used: Cryptographic games

Game we want to prove

-
def def
Gint =G0 ~ -+ ~ Gn = Gend
Game hops ( “as hard as”) Trivial game

First contribution
Are logical tools developped modular enough?
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Contributions
000000000

>3 2= | — Contributions going from mix-servers to mixnets
3 Mix-server security 23 o | Mixnet security
Traditional framework used: Cryptographic games Traditional framework used: Universal Composability (UC)
Game we want to prove Protocol studied Ideal functionality
def def
Ginit £ G0 ~ -+~ GnE Gena M <uc Fvn
Game hops ( “as hard as”) Trivial game UC realizes

Second contribution

First contribution
-

Are logical tools developped modular enough? 23 | mix-server security = | g | Mixnet security
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Contributions

000000000
>3 2= | — Contributions going from mix-servers to mixnets
3 Mix-server security 23 o | Mixnet security
Traditional framework used: Cryptographic games Traditional framework used: Universal Composability (UC)
Game we want to prove Protocol studied Ideal functionality
def def
Ginit £ G0 ~ -+~ GnE Gena M <uc Fvn
Game hops ( “as hard as”) Trivial game UC realizes
i . Second contribution
First contribution
Are logical tools developped modular enough? 23 | mix-server security — _i mixnet security

-
—
LA

Game-based secure mixnets

A link between frameworks

UC secure mixnets

v —
Mun Fg g,(,',\i/\',N) A gi(n“t"N) L M <ue Fun

Third contribution
From game-based secure mixnets towards UC secure mixnets
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Contributions
0@0000000

>3 o= | — Computationally Complete Symbolic Attacker model

The CCSA model

Semantics [-]5

Syntax
1% Recursive function Probabilistic Polynomial-time
m Attacker model (frame) Turing Machines (PPTMs)

@ Messages Terms algebra (t) Bitstrings ([t]7 € {0,1}")

O Proof techniques | Rewriting / induction Reductions (complexity-like)

Arguments in favour of this logic

> Best trade-off between expressivity1 and abstraction;

> Mechanisable? in a proof assistant (SQUIRREL &P );

> Proof can be adapted to obtain concrete security®.

! Baelde D., Koutsos A., Lallemand J., A Higher-Order Indistinguishability Logic for Cryptographic Reasoning, LICS, 2023
2Baelde D., Delaune S., Jacomme C., Koutsos A., Lallemand J., The Squirrel Prover and its Logic, ACM SIGLOG News, 2024
3Baelde D., Fontaine C., Koutsos A., Scerri G., Vignon T., A Probabilistic Logic for Concrete Security, CSF, 2024
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Contributions

[o]e] Je]ele]le]e]e]

3 — First contribution — State of the art of shuffle protocols

Shuffle protocols basics

Where are we? Shuffle
4 .
See our paper 20 (ciphertexts) e (Emeeos)
> Commit to 7
C(.ZSA pr09f of__ WM (ZK proof)
Terelius & Wikstrém T e Gy (permutation) ?(Dm) (ciphertexts)
shuffle protocol ToItoizizzizizzy Shuffle using
e on
([TW10]7 [CF325]> ? (S;FIIJV” (randomness) tt( ) (ZK proof)
hal.science/hal-04937921v1

Two zero-knowledge proofs

e Commit to a permutation:

_>

™ k. @x =Com(ck, m; s);
e Commitment-consistent shuffle:

t_t>(°") Ezx Vi€ [1; N], c(°';t_)) = reenc ( c,.(i") Con )
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[o]e] Je]ele]le]e]e]

3 — First contribution — State of the art of shuffle protocols

Shuffle protocols basics

Where are we? Shuffle
- .
See our paper 20 (ciphertexts) e (Emeeos)
> Commit to 7
C(.ZSA pr09f of__ WM (ZK proof)
Terelius & Wikstrém T e Gy (permutation) ?(uut) (ciphertexts)
shuffle protocol ToItoizizzizizzy Shuffle using
4> on
([Twm], [CFS25]> P EFY (randommess) RO (2K proof)
hal.science/hal-04937921v1

Two zero-knowledge proofs

Next target e Commit to a permutation:
Bayer & Groth N
I'JI]P shuffle protocol ) e @, =Com(ck, m; s);

([Bm])

o Commitment-consistent shuffle:
SwissPosT

t_t>(°") Ezx Vi€ [1; N, c(°';t_)) = reenc ( c,.(i") Con )
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Contributions
[o]e]e] Jelele]e]e]

3 — First contribution — Comparison between TW and BG shuffle protocols

Terelius-Wikstrom shuffle protocol® (utw = 4) Bayer-Groth shuffle protocol* (ugc = 6)
Prover P Verifier V Prover P Verifier V
Permutation m € Sy Permutation m € Sy
Randomness 7, 3 < FY Randomness 7, %, 7 < Fl
Pn 0

,,,,,,,,,,,, —
|
! Commit to m: @« Com(ck,m; ) |

|
! First challenge: x & F% |

n
x (rewound) _____________’""_ !

Commit to 7Wdzgr(xv(r))’"

X H b %)« Com(ck, Xr; _t)) —
Y-protocol used to prove relation 8 || Locoiccccocroccocosood b
» = Com(ck,m; 3) Y 1 ________
(uses A x, o and statement) ' 5 i
vl | Second challenge: y,z & Fj, 1
= . ; (y,2) ‘S [
| Second challenge vector: Ton &]FLV i s D [
— 9 1 8 7-move ZK proof used to prove relation g

€on T [ a ; = Com(ck,m;

s
(uses A, ba™ x,y,z and statement)

Uses rewinding

Y-protocol used to prove relation
Vi€ [1;N], Cfr‘:?t) = reenc, (c,(‘"); r,)
(uses e éo,. and statement)

......... e T
*Simplified to make them clearer
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Uses rewinding

_
(uses bz ™) x,y, z and statement)




Contributions

[o]e]e]e] lele]e]e]

>3 o | — Second contribution — From mix-servers to mixnet security: Difficulties

Mix-server - Mixnet
Vote privacy “Easy” Hard
game Gpriv (ZK property) (coming next)
Verifiability Hard “Easy”
game Gint (rewinding) (composition)
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Contributions

[o]e]e]e] lele]e]e]

>3 o | — Second contribution — From mix-servers to mixnet security: Difficulties

An attack on confidentiality without
resistance to malicious mix-servers

Mix-server Mixnet

Shuffle Shuffle

al

Vote privacy “Easy” Hard 2 (in) 2 (out)
game Gpriy (ZK property) (coming next) W

Verifiability Hard “Easy” List injected by Mgt
game Gint (rewinding) (composition) M/ knows ¢ (out)

> underlying plaintexts of ?.2,

= ¥ can deduce permutation
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Contributions
00000®000

>3 2= | — Second contribution — Mix-servers towards mixnet security games
Mix-server security cryptographic games Mixnet security cryptographic games
< Gn®) — Integrity game < GV _Integrity game

— L - 4 or‘!’ N or V¥ %

> Either for 3¢ and Y integrity game Q( S) holds;

int

2o Shuffle elw

— >

GMS) meane <valld('") 20 ) — <valid£,°uﬂ ¢ (our) Vout)

int

> Good composition of valid, predicates — Q(MN holds.
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Contributions
00000®000

>3 2= | — Second contribution — Mix-servers towards mixnet security games

Mix-server security cryptographic games Mixnet security cryptographic games
< Gn®) — Integrity game < GV _Integrity game
— . \aor\!’ N or V¥ <o

> Either for 3¢ and Y integrity game Q( S) holds;

int

2 Shuffle R

— >

> Good composition of valid, predicates =—> Q.(MN) holds.

G{Ms) meas <valld('") 2y, ) — <valid£,°uﬂ o y, ) P "P m

— gpm — Privacy game — gpm — Privacy game
> Can be reduced to the case of only one honest g mix-server

TIVO Sl e, G by ? Two plaintexts lists, only differs by their order, chosen by Y

¥ ¥

shuffle m (prepare i ) ~ shuffle (Prepare l; ) i (prepare L ) ~mix T (prepare 7r‘!,(L) )
4 4

Same plaintexts lists, not controlled by !’

Random permutation, not controlled by %’
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Contributions

000000800

-
—

a=w | — hird contribution — From games to UC

Which ideal functionality do we talk about?

Why not mix-servers?

More naturally expressed (and easier to do)
through games: gi(n"t"s’ and gg'r‘i"ﬁ

Traditional way: ideal mixnet

Environment

................................ z

Send

! Wikstrém D., A Universally Composable Mixnet, TCC, 2004
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ewinding Contributions

000000800

s | — Third contribution — From games to UC

- . . 5
Which ideal functionality do we talk about? Ideal functionality studied?

Why not mix-servers? ,—[ Ideal functionality — Ideal mixnet Fun ]—

More naturally expressed (and easier to do) Parameters: n,p € N*; 6 €]0, 1] mix threshold.
Ms Ms 5 e AY) AY)
through games: gi(nt ) oyl g;(n'iv ) Agents: p mix-servers (M;)7_;, n senders (S;)i_;,

MW ideal adversary.
Commands: < Send — acts on senders;

Traditional way: ideal mixnet — Mix — acts on mix-servers.
Notable facts: > Environment schedules agents;
Environment > Includes decryption;
e

> Environment knows votes.

Z

Send Main objective (still under work)

Theorem — Game-based secure toward UC secure mixnets

Mun Fg gi(nhtm) A GMNY T — Ny e Fun

priv

! Wikstrém D., A Universally Composable Mixnet, TCC, 2004
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000000080

Key take-aways and prospectives

=~
.n Key take aways a; Prospectives

3 main research axis
> (Mix-servers) Security proofs of shuffle protocols;
> (Composition) From mix-servers security to mixnets
security;
> (Mixnets) UC realization of ideal functionality Fuy.
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Key take-aways and prospectives

i"nl ' Key take aways

3 main research axis
> (Mix-servers) Security proofs of shuffle protocols;

> (Composition) From mix-servers security to mixnets
security;

> (Mixnets) UC realization of ideal functionality Fuy.
2 cryptographic/logic frameworks used

> Universal composability (UC)

> Computationally Complete Symbolic Attacker (CCSA)

2 security properties studied

Vote privacy &  Verifiability

@
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000000080

Key take-aways and prospectives

=~
.n Key take aways a; Prospectives

3 main research axis
> (Mix-servers) Security proofs of shuffle protocols;

> (Composition) From mix-servers security to mixnets
security;

> (Mixnets) UC realization of ideal functionality Fuy.
2 cryptographic/logic frameworks used
> Universal composability (UC)
> Computationally Complete Symbolic Attacker (CCSA)
2 security properties studied
Vote privacy &  Verifiability

Success
> CCSA axiom of rewinding technique quite suitable

(\o/ yay!).
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3 main research axis

Key take aways

> (Mix-servers) Security proofs of shuffle protocols;

> (Composition) From mix-servers security to mixnets
security;

> (Mixnets) UC realization of ideal functionality Fuy.
2 cryptographic/logic frameworks used

> Universal composability (UC)

> Computationally Complete Symbolic Attacker (CCSA)
2 security properties studied

Vote privacy &  Verifiability

Success

> CCSA axiom of rewinding technique quite suitable

(\o/ yay!).

Margot Catinaud (LMF)

Proof modularity — Bayer-Groth case

a; Prospectives

Zero-knowledge proofs

> From interactive ZK proofs to Non-Interactive ones
(through Fiat-Shamir transform).

CCSA logic
> Handle re-programmable Random Oracles
E-voting protocols

> Look at interactions between mixnets and other parts
of e-voting protocols

GT MFS 2026 15/15


https://mcatinaud.gitlab.io

Contributions

000000080

Key take-aways and prospectives

=l
L

3 main research axis

Key take aways

> (Mix-servers) Security proofs of shuffle protocols;

> (Composition) From mix-servers security to mixnets
security;

> (Mixnets) UC realization of ideal functionality Fuy.
2 cryptographic/logic frameworks used
> Universal composability (UC)
> Computationally Complete Symbolic Attacker (CCSA)
2 security properties studied
Vote privacy &  Verifiability
Success

> CCSA axiom of rewinding technique quite suitable

(\o/ yay!).

Margot Catinaud (LMF)

Proof modularity — Bayer-Groth case

‘a; Prospectives

Zero-knowledge proofs

> From interactive ZK proofs to Non-Interactive ones
(through Fiat-Shamir transform).

CCSA logic
> Handle re-programmable Random Oracles
E-voting protocols

> Look at interactions between mixnets and other parts
of e-voting protocols

C?\éf Thank you for your attention!

mcatinaud.gitlab.io
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