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Mixnets protocols are a crucial component of electronic
voting protocols as an alternative to homomorphic tally. When
the voting system is more complicated than a simple yes/no
vote or a first-past-the-post system, homomorphic operations
are inadequate. Beyond their use in e-voting protocols, mixnets
also have an interest on their own, as soon as we have
to shuffle lists of ciphertexts while ensuring cryptographic
security properties. Informally, a mixnet is a network of mix-
servers taking as input a list of ciphertexts. Then, each mix-
server shuffles its input list turn accordingly to some specified
order. Typically, each mix-server outputs a permuted and re-
encrypted version of its input list. Depending on the use-case,
mixnets have to ensure integrity, privacy, verifiability and/or
accountability.

• Integrity: For this property, we add an abstract predicate
validn over a list of ciphertexts to express some validity
property of these ciphertexts. Using this predicate, either
in case of honest and dishonest mixnet, if the input list
is valid in the sense of the validn predicate, then the
output list of ciphertexts remains valid;

• Privacy: In the case of an honest mixnet, no adversary
should be able to link output and input elements;

• Verifiability: No adversarial mixnet must be able to fool
an honest verifier on its behavior: an honest verifier
should detect whether the adversarial mixnet misbehaves
or not;

• Accountability: This property is a refinement of the
verifiability: an honest verifier should be able to identify
and blame a mix-server misbehavior.

To achieve such security goals, mixnets rely on advanced
cryptographic constructions, such as zero-knowledge proofs
and commitment schemes, with some non-trivial algebraic
interactions between them. In terms of computational security
proofs, these constructions solicit involved proof techniques
such as rewinding, and ask to juggle between cryptographic
and probabilistic properties.

As a side note, even if cryptographic properties are proba-
bilistic, the nature of cryptographic and probabilistic properties
are completely different. On one hand, cryptographic proper-
ties do not require anything about probabilistic distributions
of random computations: all computations must be produced
by probabilistic and polynomial-time Turing Machines (that
we abbreviate as PPTM in the rest of the paper). On the other
hand, probabilistic properties encompass nothing about how
computations are produced: all concerned random variables
must be independently and uniformly chosen.

Concerning mixnets used in e-voting protocols, two main
shuffle protocols are used. For the case of Belenios [8] or
CHVote [9] protocols, the shuffle protocol used is the one of
Terelius & Wikström [12]. Another shuffle protocol, designed
by Bayer & Groth [4], is used in the SwissPost [11] protocol.

The diversity of kinds of properties and fine-grained proba-
bilistic reasoning needed to prove mixnet security make such
proofs complex in terms of reasoning and quite huge in
terms of size. Therefore, a formal verification would yield
to much higher confidence than pen-and-paper proofs. In
the formal verification of cryptographic protocols, two main
model are used: the symbolic one and the computational
one, both coming with specific tools. Because of involved
kinds of properties, purely symbolic tools (such as ProVerif
[5] or Tamarin [10]) will not be suitable. This leaves us
with computational oriented tools such as CryptoVerif [6],
Easycrypt [3] or Squirrel [1].

Recent advances [7] in the Computationally Complete Sym-
bolic Attacker (CCSA) model [2] used by the Squirrel prover
have been made to catch rewinding argument and used it to
prove security of a mixnet based on the Terelius-Wikström
shuffle protocol. However, even if axiomatization of rewinding
was a complex task, its use in the security proofs of this
latter shuffle protocol was quite straightforward because of
its straight specification. Indeed, the proof of shuffle in the
Terelius-Wikström case firstly proved that the mix-server has
committed to a permutation and secondly proved consistency
of the shuffle with respect to this commitment. Each of these
two proofs were calling rewinding separately. On the contrary,
in the present paper, we prove the security of the Bayer-
Groth shuffle protocol by using rewinding in a more subtle
and intricated way challenging the formal CCSA framework
proposed in the previous work mentionned above. More pre-
cisely (see fig. 1), the final proof of shuffle is split into two
subproofs called after three messages (a first commit message
α1, a challenge x and then a second commit message α2(x)).
The first subproof links both commit messages α1 and α2(x)
while the second subproof only depends on the second commit
message α2(x). Besides, to prove verifiability of the Bayer-
Groth protocol, one has to rewind on the challenge x, and thus
both subproofs cannot be treated separately.

Another contribution of this paper is to set a formal frame-
work for mix-servers which encompasses both the Terelius-
Wikström and Bayer-Groth shuffle protocols. Next, based on
this formal framework and on mix-server’s security properties,
the goal is to prove security properties – mentionned at the
beginning – of the global mixnet.
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Fig. 1. Structure of the Bayer-Groth shuffle protocol (with N = nm ∈ N, the length of the input list of ciphertexts)
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