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Introduction

[e] Je]e]e]

Mix networks in a nutshell

Principle

B b (out) Algorithm : Mixing

Network of T i Gy ;

[do some stuff...] ;

— .
If b (in) — ( Virn, V2., V3 f3) then return ?(out)

—
t
b(ou) = ( V3 s19 Vi Sy %] 53)

Mix-server in a nutshell
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Introduction

[e] Je]e]e]

Mix networks in a nutshell

Principle
ﬁ(m) ?(out)
Network of

.
If b(m) = ( Vin, V2.n, V3 r3) then

—
t
b(ou) = ( V3 s19 Vi Sy %] 53)

Goal (privacy)

The attacker can not guess the
permutation used to mix the ballot box

Margot Catinaud (LMF)

Algorithm : Mixing

=
let mixing b (" =
™ <i (GIVE
[do some stuff...] ;
_>(out)
return b
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Mix-server in a nutshell

Constraints (verifiability)

)

L

Ballot content stays untouched
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Introduction

00e00

Commitment schemes

Principle

Gen

|

Com @Jrajt:gHW‘

~
key parameter ck message in M salt r & R commit value ¢
Security properties
N _9 N
P e = 4
Hiding Binding
Com, behaves like an one-way function Com,, is resistent to collisions
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Introduction
[e]e]e] o]

(Interactive) Zero-knowledge proofs

Principle Basic properties
e Two agents a prover P and a verifier V ;

e Goal prove that ( o , x , w)ER;
-~~~

public parameter statement witness

e Special cases: NIZK (u = 0), X-protocols (u = 1).

PR.VK‘R p "‘:.
kNEw; THE STATEMENT |x¢ (h)i”” Kivows | THe |SaTEMEwT | x
THE WITWESS W e
Ll beverates  p CHALLENGES
GoAr) Pebves | 7o | M duar st
Kwows | THE  WITWESS wr (LLV:

LOumr; A git b
T

b= 12550 AccefTS THE
PRocr (w4 For ac
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Introduction

[e]e]e] o]

(Interactive) Zero-knowledge proofs

Principle Basic properties
e Two agents a prover P and a verifier V ;
e Goal prove that ( o , x , w)ER;
~~ ~ =~ Settings: dishonest prover
public parameter statement witness ~ o
) P, honest verifier V
e Special cases: NIZK (u = 0), X-protocols (u = 1). Soundness
Peover P ) @ Settings: honest prover P,
: dishonest verifier V
Kvows vHe sratEmewt x (h]“’“’ Kvows THe SATEMEWT | x Zero-Knowledge
THE WITwegs W T ““"‘ . -
Grodil Pebvds [ b |37 hof_lus ol AT I Idea: Extractor Er com-
Kvews  THE  WITWESS W {qlﬂ putlng w fOr (0_7 X) Wlth
Extractibility black-box access to P.
Oorrors a gir b
bs 4420 ActEPTS THE

PRoce [ 1! zon 2c
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Introduction ( of t 1 s al security models

[e]e]ele] J

Mix networks - State of the art

Two quite mature shuffle protocols Shuffle protocols basics
if_a,mu o (=12 ] %
! EENE K prpe_ge | 3oV () O
hﬁrr-?éﬁ Snv:rl.e
B % oS Terelius & Wikstrom shuffle proto- [FF e o shorre "}é
col [TereliusW10; Wikstrom11] s
Belenios PEE:ZE:WE :R‘QQ‘%&"
L
d]P e (Offline) Commit to a permutation:
Bayer & Groth shuffle protocol
a =C k ;s );
[BayerG12] om (8 B )
SwissPost e (Online) Commitment-consistent shuffle:
Vie I[l;NIl7 CI 0 :d)cs( pk , G, hi )
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Overview of two shuffle protocols al security models

[ Je]ele)

Structure of Bayer-Groth shuffle protocol

Argument protocol Number of messages
Sworrie  secumenr Zero argument 3(p=1)
Hadamard product
b 5 (1 =2)
argument
\J/ J/ Single value product 3(u=1)
argument #=
Mowri-extascaririov Prop ucr areument Product argument 7¢) (w=23)
Multi-exponentiation
T ar 3(p=1)
gument
N2 e Shuffle argument 13 (1 =6)
Haon maro  propuet SzwGLE vALUE  PRoDuCT
ARGUMENT ARGUMENT
e Product argument protocol: commit to a per-
mutation
! e Multi-exponentiation argument: commitment-
Beper_[spatmeny consistent shuffle
(*) can be shorten
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Overview of two shuffle protocols
[e] Jele)

Structure of Terelius-Wikstrom shuffle protocol

£lzovck P \/:skiFiEf*D/‘:

2 Copmer 10 wic, 2
GrewerATES A ‘N}‘,/LL(A/LrE
& veeror 2,4
:
O T T T A W
[ P H . H
T weice Tl T LA T PRae A ToE [tk e aa {2 Warning: Notice that both X-
| CommiTmenT WITH CHALLENGE VECTOR 2. IJ = @ protocols are in fact a family of
by e o e o - e - — — — e — — — — — — — — 4
& Suvrrien List o — prOtOCO|S (ZTW(e))ee]FN
AT VAN Pl Pn
GenzprATES A ﬂ(,,zf;_uuoz
2 VecTor g &FY
_____________________ w
r T 1 =
N 3
| ENGAGE, in_ A L -PRoTocoL OF  CommiTMENT - coNsisTErT | é
1 SHUFFLE USive  THE CHALLE NG-E VECTOR & |
0 P A S
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Overview of two shuffle protocols
0000

More details about Terelius-Wikstrom shuffle protocol

Zego- Knowogoce  PReoss
(Z- Peoroc ois

A CommiTMENT

GeweraLisen  Pepegsen
C amnis mENE L S EmlE

EqutionaL  aLcesRa

Shvrre - Frienry  maps
CRyProGRAPHIC _ ASSUMPTiens

ExrgacroR
(4 -SpeciaL soumowes)

W squrere  PRotocol

[SPECicicaT 0m5) Extracror  (KMow.EpsE

SoulD VES)
Eswwc.’/vc_
CRYPTOGRAPAIC) R PUCTI oS Proor o Tzrevivs - Wi kstrém Poosaicisric  ALCEBRA (Schwngre- 2iereL
PROBABILISTic SHUFFLE  PROTocoL CHARACTERISATIOV  OF  PERMUTATion |
e mATRix

Gemeratiseo  Fiar - Suamie
Traws Fot martion

Fiar- Swamik  TRAWSFORMAT o
(Z- Prarocols)
Reproc-RAMMABLE
Ravpom ORACLE

Shorree  Prorocor
Now-TyreracTive

witH
K Froors

\TCDO

Eecrronic Vorivg
PRoOTocoL

Compesirion - . (?)
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Proof of Terelius-Wikstrom shuffle
protocol:

e Based on various advanced cryp-
tographic constructions and their
cryptographic properties, ...

e ...using (probabilistic)
properties, ...

algebraic

e ...and involving

We want to use a log-
ical framework expressive
enough, with strong com-
putational guarantees, and
without making reductions

&

explicit.
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Overview of two shuffle protocols
[e]e]e] )

State of the art of shuffle protocols proof

Authors

Terelius & Wikstrom

Haines et al.

References

[TereliusW10; Wikstrom11]

[HainesGS21; HainesGT23]

Kind of proof

Pen-and-paper

Correctness of "maths”

WROCQ

Rocq (Coq) prover

What is proved?

(probabilistic and algebraic
results)

Zero-Knowledge proof
properties of protocols — Code

Issues of the proof

Margot Catinaud (LMF)

No explicit cryptographic
reductions, in particular, no
explicit adversary advantage
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extraction
Only "maths”, it is not a
formal proof of cryptographic

reductions
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Deep into formal security models

@0000

Symbolic vs. computational models

| Symbolic models |  Computational models
8
G} Attacker capabilities Positive definition Negative definition
D;j Messages Terms algebra Bitstrings
@\ Proof techniques Rewriting / induction Reductions (complexity-like)
—b e . . .
/e\ Satisfying / Issues? No computational guarantees | Explicit reductions and proofs

Remind our goal Are we satisfied?

We want to use a logical framework ,

&
“’ with strong , and 'f\' NO :(
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Deep into formal security models
(o] Je]e]e]

, and

4 We want to use a logical framework which is ,
‘“’ with strong

The CCSA model
| Syntax | Semantics ([-])

'3 Attacker model Recursive function Probabilistic Polynomial-time
Q} rm (frame) Turing Machines (PPTMs)

@J Messages Terms algebra (t)

Bitstrings ([t]f, € {0,1}")

O\ Proof techniques | Rewriting / induction Reductions (complexity-like)
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Deep into formal security models
[e]e] Je]e]

More about the CCSA model [BanaC14; BaeldeKL23]

Semantics [-] (interpretation of terms as random variables of N* x Q — [7])

Term t of type 7 Random tape p € Q

[ :(n.p)— [ € I

] [
Security parameter n € N* Interpretation of type 7
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Deep into formal security models
[e]e] Je]e]

More about the CCSA model [BanaC14; BaeldeKL23]

Semantics [-] (interpretation of terms as random variables of N* x Q — [7])

Term t of type 7 Random tape p € Q

[ :(n.p)— [ € I

] [
Security parameter n € N* Interpretation of type 7

Two main predicates ~ and [-]
Indistinguishability of terms predicate
Lo |Pr, (A(1ul;) =1)
un~v <~
—Pr, (A(IvI5) = 1)‘ € negl(n)

Overwhelmingly true predicate

I
Bl = P ([0 =1) €ow(n)
-

Formula of type bool

Margot Catinaud (LMF) Insights from formal proofs of e-voting mixnets PESTO seminar 2025 13 /24



Deep into formal security models
[e]e]e] o]

Global vs. local logic

Global logic \ Local logic
Satisfiability for almoslt all Satisfiability at fixed random tape
random tapes in ¥
12
(m)
Fe [¢] p ok é
I,

Global formula Fixed random tape Local formula

Global connector Local connector

Lol comector
If Prp([(j)]m = 1) € ow(n) pE e = T ooyl =1

F S T Prp([[w]]g = 1) € ow(n)

Relation between both logics

Global satisfiability
—

If Pr,,( pEM ¢ ) cow(n) then &, [¢]
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Deep into formal security models

[e]e]ele] J

Where are we with the CCSA logic?

Recall our goal

@ We want to use a logical framework which is , with strong
, and .

Checkup so far
e (/) Without making reductions explicit?
v Yes, by definition of the syntax (reductions are hide in rules)
e (ii) Strong computational guarantees?

— definitions of the semantics of our new predicates (~, []), and
v Yes, because of
— our attacker model (PPTM).
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Deep into formal security models

[e]e]ele] J

Where are we with the CCSA logic?

Recall our goal

£ We want to use a logical framework which is , with strong

© , and

Checkup so far
e (/) Without making reductions explicit?
v Yes, by definition of the syntax (reductions are hide in rules)

e (ii) Strong computational guarantees?

— definitions of the semantics of our new predicates (~, []), and
v Yes, because of
— our attacker model (PPTM).

e (iii) Is CCSA logic expressive enough?

? Not before us, core of our work
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CCSA model of Terelius-Wikstrém protocol
[ Je]ele)

What exactly do we need for the proof?

e Probabilistic and equational algebraic properties

Characterisation of

Schwartz-Zippel lemma . .
PP permutation matrix

e Advanced cryptographic constructions and their cryptographic properties

Zero-Knowledge proofs Commitment schemes Shuffle-Friendly maps
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formal security models CCSA model of Terelius-Wikstrém protocol

[ Je]ele)

What exactly do we need for the proof?

e Probabilistic and equational algebraic properties

Characterisation of

Schwartz-Zippel lemma . .
PP permutation matrix

e Advanced cryptographic constructions and their cryptographic properties

Zero-Knowledge proofs Commitment schemes Shuffle-Friendly maps
[ ]
Rewindin Adversarial selection Conditional probabilities
& function + Non-negligible formulas
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al security mc

Some flavor of our new rules

Probabilistic algebraic properties

CCSA model of Terelius-Wikstrém protocol
o] Jele)

Cryptographic properties

Schwartz-Zippel lemma

Degree of fy
Multivar. polynomial (# 0)

(Dot
v d
Pr ( fy (e) = o) <
e&ﬂfgn pf’
R

Random vector Cardinal of ]F;77

Freshness condition

s condition
Vi (P)

L.Sz
P(X to) =0
P=0

Margot Catinaud (LMF)

Hiding property of commitment scheme

|

ks
A wiomnkey(mo’ ml) ]

Correct usage of ck n
Freshness condition

G.CoM:HIDE \L

adv(mg, my)

[ w;r’e’sh (mo, m1)

¢om (ck n) mg (r i) ~ com (ck n) my (r i)

Adversary computations

Insights from formal proofs of e-voting mixnets
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CCSA model of Terelius-Wikstrém protocol
0000

Cryptographic constructions — ¥-protocols

k-Special Soundness
Deterministic extractor

Statement »L

|l Er
(g B (trs’*)(c,-)),*:l) w
1 1 1

Public parameter k accepted proof transcripts Witness s.t. (o, x,w) € R

3 -protocol proof transcript

v
where tr{”) c +—  (a,c,z(c)) suchthat v ({(a,c,z(c))) =1.
“ A
$

- - ) accepts the proof transcript
Identical first message V P pr ranscrip
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CCSA model of Terelius-Wikstrém protocol
0000

Cryptographic constructions — ¥-protocols

k-Special Soundness
Deterministic extractor

Statement »L

! Er
( c ., x (trga’x)(cl'))le ) w
1 1 1

Public parameter k accepted proof transcripts Witness s.t. (o, x,w) € R
3 -protocol proof transcript
M
where tr'? ¢+ (a,c,2(c)) such that vZ*({a,c,z(c)) =1.
| A

- - ) accepts the proof transcript
Identical first message V P pr ranscrip

Observations

e Extractor £ is deterministic

e Strong assumption on the adversary: A has to produce (trga’x)(c,-))f-‘zl
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CCSA model of Terelius-Wikstrém protocol
000e

> -protocols — Knowledge soundness

Knowledge soundness

Probabilistic extractor

Statement i
— Er [A]
(7 %)
S 4
Public parameter Witness s.t. (o, x,w) € R

Observations

e Now, &r [.A] is probabilistic, with an overwhelming probability of success

° HyPothesus on A: Interaction between A and V¢ 4 € 10,11 = non-negiigible
o, x (= B
" (onpa) (VR ( (‘A(pa) = V(Ph)) (o,x) ) =1 ) > g>0
r -
I, ‘
V accepts

Random tapes
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Contributions
00000

> -protocols — Witness extraction

What we have as hypothesis What we want

Deterministic extractor

v

Er (U,Xy(trgU,X)(Ci)):le) — W used%)uim

Er[A] : (0,x) — w

k-Special soundness
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formal security models model of Terelius-Wikstrém protocol Contributions

00000

> -protocols — Witness extraction

What we have as hypothesis What we want

Deterministic extractor

v
Er (U,Xy(trff’x)(ci))fk:l) — w

used to build
——

Er[A] : (0,x) — w

k-Special soundness

Idea Upcoming next
e Build &x [A] on top of &r

e How? By using the technique Non-negligible formulas

Conditional probabilities

- a — z(a1) e Adversarial selection function
Rewinding

0O—+ X —> « Rewinding

‘ &k — z(ck)
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p into formal secur

odel of Terelius-\ Contributions

[e] Jele]e]

Non-negligible formulas

Hypothesis on A:

Prp(v;z*(pfz’*)(p» =1) > g

where pA ) (pn, pa) (A(pa) —R) V(Ph)) (o,x)

Non-negligible definition
means

non-negl g == 3P poly, Vn € N*, 35’ > n,

|Ig]|n' = W

Margot Catinaud (LMF)

Insights from formal proofs of e-voting mixnets

Non-negligible predicate

Formula g is deterministic

JFomuls
o] <& e (el =1) > [el,

‘ﬁ

g : real such that non-negl g

Properties on the non-negligible predicate

1) =[-9]& Jg : real. (non-negl g) A g[¢]

(2) g[gi) r] = [¢ (resample r)]
ﬁ

Make non-negl formula overwhelmingly true (resampling)
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al security models I of Terelius-

Rewinding lemma (1/2)

Look at random tapes

Honest random tape

p=(pn, ps)

e Honest tape: uniform and independent randomness

e Adversarial tape: all randomness can be dependent

G — Z(C1)

Rewinding

g — X —

Fixed public parameter Ck Z(Ck)

Key idea: We fix p, and operate on pj
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al security mo

Rewinding lemma (1/2)

Look at random tapes

Honest random tape

p=(pn, ps)

e Honest tape: uniform and independent randomness

e Adversarial tape: all randomness can be dependent

G — Z(C1)

Rewinding

g — X —

Fixed public parameter Ck Z(Ck)

Key idea: We fix p, and operate on pj
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| of Terelius-\

[e]e] Je]e]

But we have to be careful!

Space where A will answer correctly
with non-negligible probability
—> We want to select the "good" space

New predicate (conditional probabilities)

Formula studied

(Phspa) _
[select-tape g ¢ [,/ =1
means (Phs Pa )
= e (") >
h
s 1
Tape we study Non-negligible

PESTO seminar 2025
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Contributions
00000

Rewinding lemma (2/2)

Rewinding lemma

n is deterministic
§| n:nat. detn A pbound n A not always responds
v
= [ select-tape g ¢ — ¢ ( resample n rs )]
A A

Choose "good” p, tape Honest source of randomness
rs :nat — 7

Glue splitted parts back together

Hypothesis predicate
G.SEL-ELIM
Vg :real. (non-negl g) = [select-tapeg H — Hr — Goalr ]

[Hr — Goalr]
A

Goal predicate
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curity

Key take-aways and future works

Key take-aways
]

e More complex protocols are, harder is security analysis
e —> we need formal proof with computational guarantees

e The CCSA logic is promissing and at the good level of abstraction

e First complete cryptographic proof of Terelius-Wikstrom shuffle
protocol

e Additions to the expressivity of the CCSA logic: handle conditional
probabilities and non-negligible formulas
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Key take-aways and future works

Key take-aways

5

More complex protocols are, harder is security analysis
— we need formal proof with computational guarantees

The CCSA logic is promissing and at the good level of abstraction

First complete cryptographic proof of Terelius-Wikstrom shuffle
protocol

Additions to the expressivity of the CCSA logic: handle conditional
probabilities and non-negligible formulas

Margot Catinaud (LMF)

Insights from formal proofs of e-voting mixnets

Future works
)
4

e Y-protocols —> NIZK proofs (Fiat-Shamir transformation)
e Handle Reprogrammable Random Oracle Model

e Modularity (proof of Bayer-Groth shuffle protocol)
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Key take-aways and future works

Key take-aways
]

e More complex protocols are, harder is security analysis
e —> we need formal proof with computational guarantees

e The CCSA logic is promissing and at the good level of abstraction

e First complete cryptographic proof of Terelius-Wikstrom shuffle
protocol

e Additions to the expressivity of the CCSA logic: handle conditional
probabilities and non-negligible formulas

Future works
)
4

e Y-protocols —> NIZK proofs (Fiat-Shamir transformation)
e Handle Reprogrammable Random Oracle Model

e Modularity (proof of Bayer-Groth shuffle protocol)

Thank you for your attention! C?&#
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