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1 Introduction

2 A UC framework for mixnets

2.1 A game-based secure mixnet

2.1.1 Mixnet definition

Definition 1 (Mixnet protocol). A mixnet protocol Ilyn is a tuple of algorithms

IIyn = (Setup, Prepare, Mix, Verify, Recover, Decrypt)

where

e Setup takes as input a security parameter n € N* and two natural numbers n,p € N*. Informally, n is

the number of senders (S;)!_, while p is the number of mix-servers (I\/Ij)g:l. Then, Setup outputs a
(J’))P

public parameter oy of the miznet protocol and p private parameters (Upriv =1 for each miz-server ;

Prepare takes as input an identifier id € [1;n] of a sender Sia, the public parameter opup, with
pk € opup, and a message m € M. Then, Prepare generates a random value s & Res uniformly at
def
= (

random. Finally, Prepare outputs an encrypted packet p ¢, tr) with ¢ € Ces a ciphertext and tr a

proof transcript such that
¥ Enccs (pk,m; s) and tr Fzx (Opubs ¢, (M, 8)) € REE™;

Mix takes as input a private parameter ap():ii) for miz-server Migq, the public parameter oy, with pk € opyp
the public key and ck € opup a commitment key parameter, and a list of ciphertexts ¢ = (¢;)j—; € Cls-
Then, Mix generates a permutation m & S, and two vectors of random values r = (r;)_, & Ris and

s = (s;)F_4 & Rxsis, uniformly at random. Finally, Mix outputs

(i) a new list of ciphertexts ¢’ = (c)I'_y € Cls such that
. def i
Vie |[17 TL]], C;I = ¢(CS (pka O—F()ri‘\j,)7 C‘n’(i) 5 Ti) ;

.. . . de
(i) a commitment to the permutation 7 : a = Comg, (ck,m;s) € Ke

(#ii) and a proof transcript tr such that
i k
(oo \ (9)) k. 020 € RES

A Opub; (a7 C, cl)7 (7T, S, U(id) I')) € Rz:hSu,f%en

priv ?

tr FEzx



o Verify takes as input the public parameter opup and two paquet sets Piq and Pigr where id, id’ € [1;n].
Informally, we suppose that the paquet set Piq is already checked as valid and we want to verify that the
other paquet set Piq is also valid. Then, Verify works as follows:

1) firstly, it extract from paquet set Biq a list of ciphertexts ¢’ € Cls, a commitment value a € Kg_,
cs n

and a proof transcript tr' ;

(2) secondly, it extract from paquet set Piq a list of ciphertexts ¢ € Cs ;
(3) and finally, Verify outputs 1 if and only if the following property holds

o i (b € Loy oy (REY)) A ((a,¢) € Lo, (RETE ) ©)

2.1.2 Common oracles

OHonestMix(id) —

ODishonestSend(id, p) —
if (id ¢ Zs) then

Bo < Pollp;

Is < Zs U {id}.

OOpen() —

w j)
(c, tr) + Recover (apub, (U[()iiv)jEZM’ (mj)jGIM) ;
(c, E)’) < Mix (Ué:i:), Opubs€) ;
IM «— IM @] {id} 5
Piq + CreateBB (c/, ¥ e E?/)

ODishonestMix(id, c, t_r>) —
I +—IgU {id} ;
Piq — CreateBB (c, ?)

it (Mo = M) then
(c,_) « Recover ((aéﬂz)?zl, (‘131‘)?:0) ;
m’ + Decrypt ((o

return m’ ;
else return L.

2.1.3 Mixnet privacy

2.1.4 Mixnet integrity

OPublishBB(id) —
return Piq.

) .
pﬁv)f:l’ C) ’

OHonestSend(#) (id, mg, m1) —

if (id ¢ Zs) then
Moy < mo W Mg ; M1 < m1 ¥ M ;
pg + Prepare (id, apub,m@) ;

Po < Po llps ;
Is < Is U{id}.

OHonestSend(id, m) —
if (id ¢ Zp) then
M+~ mw M,
p < Prepare (id, Opub, m) ;
PBo < Pollp;
Ip + Zp U{id}.




Game 1: Cryptographic game Privacyéh’ﬂﬁ (77) of privacy for a mixnet protocol ITyy

Configuration phase

Mo, My + {};

Is, Iy < 9 ;

(n,p7 'Hs,'Hm) «— A () ; // A chooses n senders and p mix-servers
1

(00 0B, Tpub) = Setup () ;

| Fo < (052) jarg,, Nl opun [l 5

0

ending phase
The adversary A has access to oracles OHonestSend and ODishonestSend as follows.
Do
id + A(Zs) ; // Suppose the adversary A wants to run the sender Siq for id € [1;n] \ Zs, then
If id € Hs then // Case where S;i4 is an honest sender.
‘ A computes two messages mg, mj and calls the oracle (’)HonestSend(ﬁ)(id, mo,mi).
Otherwise, // Case where Siq is dishonest.
L A computes a paquet p and calls the oracle ODishonestSend(id, p).

While Card(Zs) < n
At the end of the sending phase (i.e. when Card(Zs) = n), the adversary A calls the oracle OPublishBB(0) and cannot
call both oracles OHonestSend and ODishonestSend anymore.

Mixing phase
if (ﬁ (Mo == Ml)) then return | ;
In a similar way as in the sending phase, the adversary A has access to oracles OHonestMix and ODishonestMix

whether id € Hy or not. All oracles inputs are computed by the adversary .A.
| Besides, after each call to mix oracles OHonestMix or ODishonestMix on identity id, A calls oracle OPublishBB(id).

Conclusion
The adversary A calls, only once, the oracle OOpen() to obtain the decrypted messages list m.
b A();

| return (b= ).




Game 2: Cryptographic game IntegrityéMN (n) of integrity for a mixnet protocol IIyy

Configuration phase
M {};
Is, Iy < D
1
(O’éri\)/, ceey O'ég\)/, opub) + Setup (1) ;

(n,p, Hs, Hm) < A () ;

Po < (052 ;24,1 opu [l mil

w0

ending phase
The adversary A has access to oracles OHonestSend and ODishonestSend as follows.
Do

id«+ A (Is) ; // Suppose that the adversary A wants to run the sender Siq for id € [1;n] \ Zs, then
If id € Hs then // Case where Siq is an honest sender.

‘ A computes a message m and calls the oracle OHonestSend(id, m).
Otherwise, // Case where Siq is dishonest.

| A computes a message p and calls the oracle ODishonestSend(id, p).

While Card(Zs) < n
At the end of the sending phase (i.e. when Card(Zs) = n), the adversary A calls the oracle OPublishBB(0) and cannot

call both oracles OHonestSend and ODishonestSend anymore.

Mixing phase
| In a similar way as in the sending phase, the adversary A has access to oracles OHonestMix and ODishonestMix

whether id € Hjs or not. All oracles inputs are computed by the adversary A.
| Besides, after each call to mix oracles OHonestMix or ODishonestMix on identity id, A calls oracle OPublishBB(id).

Conclusion
The adversary A calls, only once, the oracle OOpen() to obtain the decrypted messages list m.

| return (M Cm).




2.2 A UC secure mixnet

Ideal functionality 2.1: Ideal mixnet .7-',3,’,6”0

Let n,p € N be two natural numbers. Let 6 € |0, 1] be a threshold parameter. We define the ideal
functionality fﬁﬁ’e for a (n,p)-miznet with miz threshold #, running with p mix-servers (M;)Y_;, n
senders (S;)7_;, and ideal adversary S, to be the following protocol.

1. Initialize a list L = @, set Zs = @ and Zy = @.

2. Upon receiving (S;, Send, m;). If i ¢ Zs, set Zs < Zs U {i}, and append m; to the list L. Then
send (S;, Send) to S.

3. Upon receiving (M;, Mix). Set Zy < Zm U {j}. If Card(Zm) > 6p, then sort the list L lexico-
graphically to form a list L', and hand (Mixed, L’) to the ideal adversary S and to all mix-servers
(M;)?_,. Otherwise, hand to S the list ((M;, Mix))

i€IM”

2.3 Equivalence between game-based security and UC security

Theorem 1. Let Ilyn be a mixnet protocol. Then, we have

IImn F Integrity A Privacy <= IIun <uc -7'-&?\11)’9
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